~ UBND TINH KON TUM CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tu do — Hanh phiic

86:1585 /STTTT-CNTT Kon Tum, ngay 72 thang// niam2079

VIV canh bao 15 hong trén trinh duyét
Chrome

Kinh gui:
- Céc s0, ban, nganh tinh; ,
- UBND céc huyén, thanh pho.

S& Thong tin va Truyén thong nhin duoc Vian ban sé 1038/CATTT-NCSC
ngay 04/11/2019 cia Cuc An toan thong tin — Bo Thong tin va Truyén thong vé
viéc canh bao 16 hong trén trinh duyét Chrome.

Theo canh bao ciia Cuc An toan thong tin vé viéc khai thac 16 hong (CVE-
2019-13720) trong trinh duyét Google Chrome: L hong ndy c6 anh huong hau hét
dén cac hé diéu hanh (Microsoft Windows, Apple macOS va Linux) st dung trinh
duyét Chrome trudc phién ban 78.0.3904.87.

Pay 13 16 hong phép dbi twong tan cong chén va thyc thi ma 1énh tir xa mot
cach tuy dong. Do vay to1 pham mang co thé cai cdm ma khai thac vao céc trang
web nguoi dung hay truy cap hoac Itra nguoi dung truy cdp vao cac trang nay,
nguoi ding truy cap cac trang web nay thi may tinh/thiét bi ciia ngudi dung s& bi
tan cong, cai cam ma doc. LS hong nay di duge Google vé trong phién ban Chrome
78.0.3904.87.

Pé bao dam an toan thong tin va phong tranh viéc dbi tugng tan cong loi
dung diém yéu an toan thong tin dé thyc hién nhiing cudc tin cong mang nguy
hiém, S& Thong tin va Truyén thong dé nghi cac co quan chi dao can bd chuyén

trach hudng dan nguoi dung cta co quan thyc hién:



So

Noi nhdn:
- Nhu trén;
- Luu: VT.

Kiém tra va cap nhat 1én phién ban Chrome méi nhat (78.0.3904.87) dé
véa 16 hong bao mat va phong tranh cac nguy co bi tin cong thong qua
viéc khai thac 16 hong.

Han ché truy cap cac trang web, dudng dan la, dic biét 1a cic trang web
c¢6 trong phu luc kém theo Vin ban sé 1038/CATTT-NCSC (giri kém
theo cong vin nay) di bi cai cdm ma khai thac.

Tai Viét Nam c6 03 trinh duyét (Sfive, Chim Lac va Céc Céc) phat trién
trén md ngudn Chromie cling bi anh hudng boi 16 hong bao mat nay.
Trong d6 hai san phém trinh duyét (Sfive, Chim Lac) da duoc danh gia
dap tmg yéu cau cuia TCVN 12637:2019 c¢6 kha ning cdp nhét va canh
bao khi ngudi dung truy cap cac trang web doc hai (bao gom ca nhiing
trang bi cai cam ma khai thac trén) khi c6 canh biao Cuc An toan thong

tin.

Thong tin va Truyén thong dé nghi cac co quan nghiém tic thuc hién./.
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PHO GIAM POC
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Tran Van Thu



PHU LUC
~ THONG TIN CUNG CAP PHUC VU
TRIEN KHAI CHI THI SO 14/CT-TTG NAM 2018

Tén Pon vi cung cép thong tin:
Thong tin lién hé¢ (Pién thoai va email):
Tong s6 don vi truc thudc:

Tong sd may chi: Téng sé6 may cha dugc cai dat phan
mem AntiVirus:
Tong s6 may tram: Tong s6 may tram duoc cai dat phan

mem AntiVirus:

Hé théng thong tin ctia don vi €O két ndi, chia sé thong tin gidm sat véi
Trung tim Giam sat an toan khong gian mang qudc gia khong?

Pé xuat trién khai thi diém phan mém AntiVirus dap tng Chi thi 14/CT-
TTg ngay 25/5/2018: (3co (3 khong

Truong hop c6 dang ky trién khai thi diém, dé nghi liét ké danh sach cac
phan mém dang ky theo Théng bdo 71/TB-ATTT ngay 26/9/2019 cia
Cuc An toan thong tin — Bo Thong tin va Truyén thong vé viéc cong bd
lan 3 Danh muc san pham phong, chéng phan mém doc hai dap tng yéu
cau k¥ thuat theo Chi thi s6 14/CT-TTg ngay 25/5/2018 cia Thi tudng
Chinh phii (Van ban sd 1357/STTTT-CNTT ngay 9/10/2019 cua So
Thong tin va Truyén thong).



		2019-11-12T10:03:52+0700


		2019-11-12T14:07:50+0700


		2019-11-12T14:07:50+0700


		2019-11-12T14:07:50+0700


		2019-11-12T14:07:50+0700


		2019-11-12T14:07:50+0700




